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Whatʼs Data Transfer Cost?

● Data-In for free

● Data-Out 

● Data-xAZ

- Coming from reliable systems 

best practices
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How to build a reliable 
system?

Testing

Multi-AZ  Xregion replicas

Redundancy

Cloud & K8s
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Data Transfer Cost!
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The Problem: Surprise Cloud Network Bills

hidden cross-AZ charges

Multi-AZ
Hard to trace traffic to specific pods

K8s

"Where is all this traffic coming from?"

No unified view across AWS / GCP / 
Azure

Multi-Cloud

Unexpected data transfer costs from AWS, GCP, and Azure
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ClickHouse Cloud specific problem
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ClickHouse Cloud specific problem
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ClickHouse Cloud specific problem
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Data Transfer Cost!
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ClickHouse Cloud network charge



Kubenetmon solves the 
problem03 An open source K8s network traffic 

monitoring tool
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What is Kubenetmon?

● Built and used at ClickHouse Cloud 
to track network traffic

● Works on AWS, GCP, and Azure
● Packaged as a Helm chart with a 

Docker image for plug and play easy 
set up!

An open source K8s network traffic monitoring tool

https://github.com/ClickHouse/kubenetmon

https://github.com/ClickHouse/kubenetmon
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How Kubenetmon Works

Source of 
connection data

1

Mark 
connection to 
inter vs intra 
AZ/Region & 

assign pod/app 
info

2

Aggregate and 
calculate the 
total network 

traffic for each 
customer

3
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Step 1 Extract source of connection data

● Linux netfilter framework has a classic part Conntrack table 
accessible through APIs with mature libraries in Golang.

● We need to enable the accounting feature to show packets and 
bytes counts too 

Kubenetmon Agent
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Step 2 Label K8s info to connection data 

● K8s APIs provides IP to pod mapping but if we depend on K8s 
APIs we will overwhelm control plane easily with the traffic we 
get

● As a result, instead of using API, we used k8s informers so we 
get push events notifications on cluster state

Kubenetmon Server
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Step 3 Aggregate connection data for metering

● We offload data to external data-warehouse for aggregation 
and data processing

● In ClickHouse cloud case, we used ClickHouse cloud instance 
ourselves 
○ Good to handle high-cardinality data
○ Supports well real-time concurrency writes

Datawarehouse - ClickHouse in ClickHouse cloud use case
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Kubenetmon in ClickHouse Cloud
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How Kubenetmon Works

Agent scrapes 
conntrack on 
each node to 
capture L3/L4 

connection 
records

1

Server maps IPs 
to pods using 
K8s informers 
and labels with 

AZ, region, 
workload

2

Data stored in 
ClickHouse for 

aggregation and 
analysis (in 

ClickHouse case 
- final metering)

3
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Query network traffic data from ClickHouse



How to use Kubenetmon04
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Set up Kubenetmon

https://github.com/ClickHouse/kubenetmon
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Connect with ClickHouse

Try ClickHouse for 
your use case
● ClickHouse Cloud
● Download open source

Learn
● Academy / certifications

● Blogs / YouTube

Engage with 
our community
● Community Slack

● Monthly Community calls

● Meetups / events

We are Hiring. Come 
Work with Us!

Questions?
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Thank you!

Sichen Zhao


