SRE Day 2026 |
Helping Organisations Prepare for
Dlsasters Usmg Cyber Contmmty

| WO — a s

Presenter: Charles Weir Lancaster E=
University = MANCHFSSZEER
Contributors:

Cecilia Loureiro-Koechlin
Louise Dennis, Lucy Hunt,
Ita Ryan

Colaiste na hQllscoile Corcaigh




Why this matters... some prior
research:

What effect may changes in software
systems between now and 2040 have
on major incidents related to UK
Critical National Infrastructure (CNI)?




Delphi Study



Trends

o Off the shelf hardware and software

« |OT and next generation technologies

« System complexity and interconnectivity

* Increase in digitisation

 Decentralisation of services

 New CNI

* Increase in end-user dependence on technology
« System operators working only through software
 Changing geopolitical context

 Artificial intelligence

 Quantum computing



Risks ranked bv

Poor response to accidents or at—"
Attacks via huma e
Cascading proble
Software and hardware supply chain prais s ———
Sociotechnical proble me s ——————
Breakdown of electricity, telecommunicatms——————
OT attacke——
Al-based phishing, whaling and similar shacks————
Common mode failuns ——
Democratisation of attacker techn s y————
Unpredictable Al
Unprotected repair or diagnostic tech sy
Al identifying vulnerabilities in softwamss
Magnification of problems through socialmmedia
Poisoning of Al
Commercial dangems
Quantum-enabled breaking of encrygtion

Electromagnetic stonmm
Radio hacks




Systems resilience appro—
Secure systems by de I
Improved risk managem S
Training of profession AN
Research into Sociotechnical appromEs
Adversarial systems testing including red EEmmiNEEE————_
Legislation and government support for re Bl
Education of end usd————
Al for incident prediction and deteilionmm—
Al and new technology for incident managEEnem—
Systems divers| iy
Tracking existing attacks and failsm
Research into sociotechnical e manm—
Diplomacy around cyber threatsm

Riicinecc ac ii<ciial cvberceciiritv recearch and nractice
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Cyber Service Resilience/Cyber
Continuity!

* SCeBpr®rganisation has major software systems

disaster:
% Many bad outcomes: death and suffering;
stress and breakdowns: financial;

reputational.
of the cutcomes are outside the

organisation.
 What kinds of things reduce (mitigate) these outcomes?
 What are inexpensive prior mitigations?
* And how do we justify (sell) them, now?



Technical
Resilience

Human
Factors

Cyber
Continuit

y

Organisation
al Factors




NIST Cybersecurity
Framework (CSF)
2.0, Feb. 2024

Resilience

from a
Cyber
Perspectiv
e




Resilience
Engineerin

Perspectig/

S

Responding

(actual)
Learning Monitoring ALyl
(factual) (critical) ; 9 tial
Knowing (potential)
what to do
Knowing / \ Knowing ' Knowing
what has what to what to
happened look for expect

*E. Hollnagel, The Four Cornerstones of Resilience Engineering, in
Resilience Engineering Perspectives: Preparation and Restoration



Business

Continuity
Perspectiv
e

Plan Do Check Act
Business Gap Build IT DR IT DR Ongoing
Impact Analysis Plan Readiness Management
Analysis ; ' Review Approval
‘ Technology Build ’ -

Risk Performance Incident Ongoing ran
Analysis SO Response Threat Updating as
4L . 4 Plan Monitoring Needed

Strategy Technology 1 .
Analysis Resources Training & Annual Plan
* Needed Awareness Exercise

Policy I " "
Develop Human Exercise Annual Plan
Resources and Launch Review/
u Needed Plan Audit




Cyber Service Resilience Literature?

S. M. Alhidaifi, M. R. Asghar, and |. S. Ansari, “A Survey on Cyber
Resilience: Key Strategies, Research Challenges, and Future Directions,

D. S. Fowler, G. Epiphaniou, M. D. Higgins, and C. Maple, “Aspects of
Resilience for Smart Manufacturing Systems,”

T. N. I. Alrumaih, M. J. F. Alenazi, N. A. AlSowaygh, A. A. Humayed, and I. A.
Alablani, “Cyber Resilience in Industrial Networks: A State of the Art,
Challenges, and Future Directions,”

A. Annarelli, F. Nonino, and G. Palombi, “Understanding the Management of
Cyber Resilient Systems.

S. S. Bagheri, G. Ridley, and B. Williams, “Organisational Cyber Resilience:
Management Perspectives”



Cyber Service Resilience

Reqgulation?
* The EU Cybersecurity Act (from 2021)
* The EU NIS 2 Directive (from 2024)
* The EU Cyber Resilience Act (from 2027)
UK NIS Regulations 2018

UK Product Security and Telecommunications Infrastructure Act 2022
- Part 1

* UK Product Security and Telecommunications Infrastructure (Security
Requirements for Relevant Connectable Products) Regulations 2023

UK Cyber Security and Resilience Bill 20267
* UK Government Cyber Action Plan 2026
 EU Digital Operational Resilience Act (DORA).



Cyber Continuity Engineering...

* The CrowdStrike incident would have been far less damaging if
CrowdStrike had adopted the ‘canary release’ practice of
updating a subset of the live machines before the rest, allowing
the operators to detect the problem and cancel the update before
major damage occurred.

* ‘Honeytrap’ fake cards in a database of payment cards raise
an alert when used. By telling the card companies involved, the
attacked organisation can then reduce the financial and social
damage of a mass data theft.

* A hospital unit hit by a ransomware attack can continue
operating if the data for a period of manual operation is kelot
?eparate from the main computer systems in a human accessible

orm.



And Cyber Continuity Engineering...

* The British Library scored well on backup, continuity and
disaster planning. But two years after their disastrous
ransomware attack many of their outdated systems still
cannot be restored. So, reqular system rebuilds from
backup?

* Often (Colonial Pipeline, Skype), the accounting/auditing
systems fail; the service can still run. So, plan for a ‘Free
Beer Day’, where the service continues.

* M&S and CoOp both had similar cyberattacks; we
understand M&S suffered more because the CoOp team
shut down their systems more quickly. Plan a ‘big red
button’ to disable systems and agree when to use it?



Readlng |

F- -"{—L

Charles Weir https://lancaster.ac.uk/

Cecilia Loureiro-Koechlin North West- Partnership

L ouise Dennis —t ) gl
Lucy Hunt or Security and Trus
R Rt | s

ta Ryan @ SccHo R b




	SRE Day 2026: Helping Organisations Prepare for Disasters Usin
	Slide 2
	Slide 3
	Trends
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Cyber Service Resilience/Cyber Continuity!
	Slide 11
	Resilience from a Cyber Perspective
	Resilience Engineering Perspective
	Business Continuity Perspective
	Cyber Service Resilience Literature?
	Cyber Service Resilience Regulation?
	Cyber Continuity Engineering…
	And Cyber Continuity Engineering…
	Further Reading

