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High cardinality: what is it and how to fix it?
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THE NUMBER OF UNIQUE TIME SERIES
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High cardinality impact on 011y

Q

Increased resource consumption (storage, memory, CPU)
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High Cardinality = High Risk

@ Pain points: out-of-memory errors, slow queries, alert storms

http_request_duration_seconds{user_id="12345", endpoint="/checkout", status="200", session_id="abcdel23", pod="web-xyz"}

@ user_id and session_id have huge cardinality
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High cardinality root causes

@ labels with a large number of unique values, which presents a
big share of the ingested time series (user_id, request_id, url, ip)
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Over-scraping
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| Over-exporting

[ e T R A e O e i |
SOOO many labels

@ Stop! Unique labels are killing your metrics
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Over-tagging

node_disk_reads_total{device="nvme@nl"}

node_disk_ reads_total{device="nvmeln1"}
node_disk_reads_total{device="nvme2n1"}

@ If all node exporter collectors are enabled each metric gets multiplied
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| Scrape strategies

@ Don't scrape faster than metrics change
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Use pre-aggregated views

@ Aggregate early and export less (stream aggregation)
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| Instance grouping & job deduplication
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Cut the noise at the source

(*if not used)
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VictoriaMetrics Solutions

Open

Metrics Logs Enterprise
On Premise | Cloud |
Source Traces brid
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(:) InfluxDB agent \ VictoriaMetrics Cluster
\ (Data Ingestion Part)

1
; 1
3 B .
i Databog Load balancer vminsert € vmstorage :
: 1
1
Use balancer (e.g. |K
vmauth) 1
@ vmagent to balance the load | :
(Optional) : |
| vminsert S vmstorage :
: I
9 Prometheus agent | !
U e s e
Query
Data ingestion pipeline from agents to vmstorage with Metri CSQ L/
PromQL
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| Cardinality explorer

¥ VMU| Query RawQuery Explore -+ Tools ~  Dashboards  Alerting ~ A Step: auto (26m50s) @® Last7 Days ()

|(sum(rate(vm_http_request_errors_total{}[1d])))

/
(sum(rate(vm_http_requests_total{path!~"/favicon.ico"}[1d])))

0.00014

000012

0.00008
0.00004

0.00002

12:00
2025-09-01

(sum(rate(vm_http_request_errors_total{}[1d]))) / (sum(rate(vm_http_requests_total{path!~"[favicon.ico"}[1d])))

https://play.vi ametrics ect/0/p
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Cardinality explorer helps identify

@ Metric names with the highest number of series
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Spot high cardinality on VM clusters

RSS memory % usage (All)

100%

90%

\/VictoriaMetrics Simple, Reliable, Efficient Monitoring victoriametrics.com

«




vmstorage

CPU usage % (All)

85%
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vmselect - query processing

Memory usage % (All)
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vminsert connects to multiple vmstorage nodes

@ Increased ingestion latency, vminsert takes longer to batch and deduplicate incoming series before writing
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I Useful queries for high cardinality in VM cluster

Outline gvtctonamemcs—metrics [0 split Add v @ Last6 hours v @ & Runquery -

Metric J vm_new_timeseries_created_total

Selected metric looks like a counter. Consider calculating ra

Options |

+ Add query ® Query inspector

Graph /\ Showing only 20 series ~ Show all 22
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== vm_new_timeseries_created_total == vm_new_timeseries_created_total == vm_new._timeseries_created_total == vm_new_timeseries_created._total vm_new_timeseries_created_total vm_new_timeseries_created_total == vm_new_timeseries_created_total
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vm_new_timeseries_created_total vm_new_timeseries_created_total == vm_new._timeseries_created_total == vm_new_timeseries_created_total == vm_new._timeseries_created_total == vm_new_timeseries_created_total
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ow to use it in a Grafana dashboard

ds cluster-monitoring-vm j instance  All x L7 @ Last 24 hours > @Q & Refresh + Visualization

Time series
alerts ©  restarts ] Tab 2

Churn rate (All) Panel options

200K Title

60 Mil Churn rate ($instance)

50 Mil Description

Shows the rate and total number of
new series created over last 24h.

uhlnnmmur "

40 Mil

30 Mil
Transparent background
20 Mil L J
10 Mil
A . e i 0
17:00 18:00 19:00 20:00 21:00 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00
Nai Last * Ma:

== new series over 24h 63.0 Mil  63.4 Mil

Tooltip
== churn rate 0.480 178K

Tooltip mode
ingl Al
8 Queries 2 f t ‘ t
Values sort order

Data source Q) $ds (0] Query options M 4 Query inspector None

Hide zeros
L]

® S " @ Hover proximity

stance" }[$__rate_interval]))

Max width

® 0o ! Max height

se(vm_new_timeseries_created_total{job=~"$job_st , instance=~"$instance"}[24h]))
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I Check Cluster Per Tenant Statistic

ds benchmark-vm-cluster-its account  All x project  All x T < (@ Last 30 minutes & Refresh v Visualization
# Time series
Active time series Panel options

20 Mil Title
Active time series

Description
Shows the number of active time
series with new data points inserted
during the last hour. High value may
result in ingestion slowdown.

Transparent background
®

12:00
Mean

17.5 Mil
217K

B Queries 1 Tooltip
Tooltip mode

Data source $ds @ Query options  MD = auf B € 1 Query inspector Sing All

Values sort order
A None \SCé ] Descending

Kick start your query ain @ Run queries Hide zeros

Metrics browser > | sum(vm_tenant_active_timeseries{accountID=~"Saccount",projectID=~"$project"}) by(accountID,projectID)
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@ Identify noisy labels with vm_active_timeseries and vm_new_timeseries_created_total
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Resources

Q

https:/play.victoriametrics.com/ & https:/play-grafana.victoriametrics.com/

@/ https://valyala.medium.com/prometheus-vs-victoriametrics-benchmark-on-node-exporter-
metrics-4ca29c¢75590f
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https://play.victoriametrics.com/
https://play-grafana.victoriametrics.com/
https://github.com/VictoriaMetrics/prometheus-benchmark

More on
VictoriaMetrics Solutions
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Thank you for Ilstenlng

Any Questions?
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