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Agenda

High cardinality: what is it and how to fix it?

VictoriaMetrics architecture

Cardinality explorer demo

Spot high cardinality in VM clusters

Wrap up
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High cardinality impact on o11y

Increased resource consumption (storage, memory, CPU)

Slower query performance

System stability risks

Increased cost

Alert noise and signal dilution

Increased complexity affecting actionable insights
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Pain points: out-of-memory errors, slow queries, alert storms

High Cardinality = High Risk

user_id and session_id have huge cardinality

every request generates a unique time series

hundreds of thousands of active users

hard to query, slow dashboards, OOM risk in Prometheus or alert manager
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High cardinality root causes

labels with a large number of unique values, which presents a  

big share of the ingested time series (user_id, request_id, url, ip)

over-scraping/exporting

exporters that tag too much (unique IPs, device IDs)
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Over-scraping

You're over-collecting by 12x

Increased CPU/network usage

Your TSDB has to ingest/store redundant samples
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Over-exporting

SOOO many labels

Stop! Unique labels are killing your metrics

Unused metrics = wasted resources

Cardinality up, performance down
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Over-tagging

If all node exporter collectors are enabled each metric gets multiplied
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Scrape strategies

 Don't scrape faster than metrics change

 Drop unneeded labels
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Use pre-aggregated views

 Summarize with histograms, not IDs

 Aggregate early and export less (stream aggregation)
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Instance grouping & job deduplication
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Cut the noise at the source

(*if not used)
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VictoriaMetrics Solutions 

Open 

Source

Enterprise 
On Premise | Cloud | 

Hybrid

Metrics Logs 

Traces
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Query 

with MetricsQL/ 

PromQL

Grafana 

VMUI
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Cardinality explorer
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Cardinality explorer helps identify

 Labels with the highest number of series

Metric names with the highest number of series

 Values with the highest number of series for the selected label

 label=name pairs with the highest number of series

 Labels with the highest number of unique values
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Spot high cardinality on VM clusters

High memory usage on vmstorage – indexes for many unique series sit in memory
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vmstorage

CPU usage spike on vmstorage, each unique series requires a separate TSID mapping and index entry
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vmselect - query processing

Memory spikes on vmselect, when queries need to touch millions of series
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vminsert connects to multiple vmstorage nodes

Increased ingestion latency, vminsert takes longer to batch and deduplicate incoming series before writing
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Useful queries for high cardinality in VM cluster
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How to use it in a Grafana dashboard
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Check Cluster Per Tenant Statistic
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Recap

Identify noisy labels with vm_active_timeseries and vm_new_timeseries_created_total

Look for metrics insights in vmui's Cardinality Explorer 

Control cardinality at ingestion with scrape-time relabeling (keep, drop, replace)

Reduce query load by aggregating with MetricsQL instead of pulling raw series

Scale efficiently in single-node or cluster while keeping infra costs predictable
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Resources

https://play.victoriametrics.com/ & https://play-grafana.victoriametrics.com/

https://github.com/VictoriaMetrics/prometheus-benchmark 

https://victoriametrics.com/blog/cardinality-explorer/

https://medium.com/@romanhavronenko/victoriametrics-promql-compliance-d4318203f51e 

https://valyala.medium.com/prometheus-vs-victoriametrics-benchmark-on-node-exporter-

metrics-4ca29c75590f

https://github.com/VictoriaMetrics-Community/opentelemetry-demo

https://play.victoriametrics.com/
https://play-grafana.victoriametrics.com/
https://github.com/VictoriaMetrics/prometheus-benchmark
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Open Source Available on Github Open Source Available on Github 

Commercial Licence Pay-as-you-go

More on 

VictoriaMetrics Solutions  



Thank you for listening 
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